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1. O6uue mojoKeHus

1.1. B mensx BBIMOJTHEHUS TPeOOBAaHUN JEHCTBYIOIIETO 3aKOHOMATENhCTBA Poccuiickoit
denepauun B chepe nHGOpMaMOHHON OE30MACHOCTH, AOCTYII BHELIHUX IOJIb30BaTeeh (nanee —
KiMeHTOB) K BHYTPEHHHM 3alllMINAcMbIM HHGOPMAIIMOHHBIM pecypcaM W cepBucaMm (janee —
3allIMIIaeMbIe PECypChl) OOIIECTBa C OTPAaHUUYCHHOW OTBETCTBEHHOCTHIO «CTONMYHOE KPEIAUTHOE
oropoy» (manmee — OO0 «CKby) npemocTaBiseTcs 1Mo 3aluIIIeHHOMY KaHATy CBSI3U PeaIn30BaHHOMY
Ha Oa3e cpencTBa Kpunrorpaduueckoi 3amuthl uHGOpManun «Kpunrtorpapudeckuil cereBoi
nporpammusbIil komiuieke «Kpunrtollpo NGate» (manee — KCIIK NGate).

1.2. KCIIK NGate wucnons3yercss g oOecrmeyeHHs W TpeaocTaBieHus KimeHtam
Oe3omacHoro jgocryna (B TyHHEIBHOM pexume, a Takke mo TtexHojgormun ['OCT TLS) x
zamumaeMbiM pecypcam OOO «CKbB» u 3ammuThl 3TUX PECYpCOB OT HECAHKLIMOHMPOBAHHOTO
JIOCTyTa CO CTOPOHBI CeTell OOIIETO MOIb30BAHMSL.

1.3. Ilporpammuoe obGecnieuenne «Kpunrollpo NGate Knuent», wucmonb3yercs s
noctpoenust VPN-coenunenns mexny Knrenros u 3amumaembivu pecypcamu OO0 «CKby.

1.4. B Hactosimelr MHCTpYKIMH ONpPEeNstoTCs yCIOBUS U TpeOOBaHUS IO OpTraHU3aINH
3allMIICHHOT0 KaHana cBs3u. [lanHas WMucTpykius npenHasHadeHa ans KineHToOB u momoraer
BBITTOJIHUTH CAMOCTOSITENIFHYIO YCTAHOBKY M HACTPOMKY mporpammuoro odecriedenus «Kpumnrollpo
NGate Knuen».

1.5. B wuHCTpyKUMH paccCMOTpPEH BapHaHT HACTPONKHM MPOrpaMMHOIO OOecreueHus
«Kpunrollpo NGate Kinent» mis oneparronnoii cuctembl Microsoft Windows 10 (zanee — OC).

2. TexHn4eckue ycJa0BHsA

2.1. Ins obecrnieueHust pabOTOCIIOCOOHOCTH TMporpaMMHOro obecreueHus «Kpunrollpo
NGate Knuent» HeoOXoAMMO  HajlMyue Ha  aBTOMAaTU3MpPOBAaHHOM  paboyeM  MecTe
cepTH(GHUIMPOBaHHONW BepcuHu M cOopkm Kpumromposaiaepa «Kpumnro-Ilpo CSP». YcranoBka u
HacTpoiika kpunromnpoBaiinepa «Kpunro-Ilpo CSP» ocymectBisiercss B COOTBETCTBUU €
TEXHUYECKOM M DKCIUTyaTallUOHHOM JOKyMEHTalued K HeMy (B TOM 4YHMCIE, pa3MElIeHHON Ha
ounmansHOM caiite paspadborunka https://cryptopro.ru/products/csp/).

2.2. Ayrentudukanus KimeHTa oCymiecTBIsIeTCss 1O CepTH(HKATy KIFo4Ya MPOBEPKH
JIEKTPOHHOM moAmucu  (nasee — cepTU(HUKAT), KOTOPHI  YIOBJIETBOPSAET  CIEAYIOIIUM
TpeOOBaHUSAM:

- o0ecrnieynBaeT BO3MOKHOCTh pabOThl ¢ KpunTorpaguei B COOTBETCTBUU C AITOPUTMaMHU
I'OCT P 34.11-2012/34.10-2012;

- coaepxkur pacmupenue (OID) «Ilposepka mommmuHOCTH KinerHTa (1.3.6.1.5.5.7.3.2)»;

- B cocTaBe cepTuduKaTta o0g3aTesbHO IpUCyTCTBYET nose «Organization (O)», B KOTOpOM
yKa3bIBAa€TCsl COKpAIleHHOEe HauMeHOBaHUe opraHu3anuu B cootBeTcTBUU ¢ EI'PIOJI (o nanHOMYy
HOJIE0 OYJET MPOXOAUTH JAOTOHUTEbHAS TPOBepKa cepTudukara Kimnenra).

2.3. [Ipuobperenue ceprudukara, JUIEH3UMHU Ha MPaBO UCIOIb30BAHUS KPUIITOIIpOBaiiiepa
«Kpunro-IIpo CSP» ocymectBisiercsa KiineHToOM caMOCTOSTENBHO.

2.4. YcTraHOBKa U NepBOHAYajgbHas HacTpoika mporpammHoro obecnedenus «Kpunrollpo
NGate KnueHT» ocCylmecTBisieTcss B COOTBETCTBHUM C OKCIUTyaTallUOHHOW M TEXHUYECKOH
JOKyMEHTaIeH, pa3MeIeHHOW Ha 0(UIMaTIbHOM caiiTe pa3padoTyhKa, B TOM YHCIIE:

- CpenctBo kpunrorpaduyeckoit 3ammutsl uH@opmanuu «Kpunrorpapudeckuili cereBoit
nporpamMHublii  komruieke «Kpunrollpo NGate». PykoBoactBo mnomb3oBarens MS Windows
XKTAN.00104-01 91 01 (mpunoxenue 1);

- CpenctBo kpunrorpapuueckoil 3amutel uHpopmanuu «Kpunrorpapuueckuii cereBoit
nporpaMMHubiii - kommuieke «Kpunrollpo NGate». PykoBoactBo mnomb3oBarens. OC  Linux
KTAM.00104-01 91 02 (mpunnoxenue 2).

2.5. AxTyanpHBIN aucTpuOyTHB TiporpamMmmHoro obecneueHust «Kpunrollpo NGate Kiment»
(coopka nomxkHa ObiTh He HIKE 1.0.0-649) cucteMbl MOKHO 3arpy3UTh CO CIEAYIOIIUX PECYPCOB:

- http://ng-repo.cryptopro.ru/ng-client-installer/offline/windows_x64_beta/

- http://ng-repo.cryptopro.ru/ng-client-installer/offline/linux_x64_beta/



https://cryptopro.ru/products/csp/
http://ng-repo.cryptopro.ru/ng-client-installer/offline/windows_x64_beta/
http://ng-repo.cryptopro.ru/ng-client-installer/offline/linux_x64_beta/

3. DkcnopT u oTnpaBka ceprudukara Kianenra

3.1. B nemsix obGecnedyenus: B3auMHon ayreHTHukanuu Kmment B agpec OO0 «CKby»
HampaBIIIeT CBOM JMYHBIN cepTU(]HKAT, IO KOTOPOMY OYAET OCYIIECTBIATHCS ayTCHTU(UKAIHS
Knunenra Ha nutio3e npu cozganuu noakarodenus (VPN-TyHHemns).

3.2. Ilepen oTmpaBkoil cepTUdUKAaTa €ro HEOOXOJUMO JKCIOPTUPOBATH U COXPAHHTH
daitnom B opmare PKCS #7 (.p7b) ¢ mobasinenuem Beex cepTU(UKATOB IMyTH CEPTUHHUKALIHH.

3.2.1. Hpu nammuuu ¢aina ceprudurara (B popmare ornmuunom ot PKCS #7 (.p7b))
OTKpPOITE ero IBOMHBIM KJIMKOM MBIIIH, 3aTeM BhIOepuTe BKIAAKYy «COCTaBY» U HAXMHUTE KHOIIKY
«KomupoBats B daiin» (puc. 1), nanee nepexoaure cpasy K nyHkry 3.3 UHCTpyKuuu:

n Ceptmowukar X

OGLI.l,Ml'l\-‘rb cepTuHKaLMM

Mokaszate: <Bce>

MNone 3HaueHwe ~
| Bepcus V3
7| CepuiiHelid HoMep 034923b700b3add5ab4e66cf8...
flAnropwrM NoAnucK rOCT P 34.11-2012/34.10-20...
+| X3W-anropuTM noanucK rOCT P 34.11-2012 256 6ut
‘_| WapaTtens O6WecTeo C OrpaHUYeHHoH oT...
- -|,D,eﬁcmwreneu c 30 cexTAbpR 2021 r. 16:01:47
fl [eiicTBMTENEH NO 30 cenTabpsa 2022 r. 16:05:03
_| Cybbext 000 "CKB", XoHskos, ApTeM ...
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Puc. 1 — ceprudukar Briaaka «Cocrasy

3.2.2. Ipu orcyrctBum ¢aiina ceprudukata 3KCHOPT cepTU(dUKAaTa BO3MOXKEH dYepe3
OCHACTKy MeHekepa ceptudukaroB OC «certmgr.mscy:

— Haxwmute codetanne kiasum «Win» + «R» moo Bl + «R» (B 3aBHCHUMOCTH OT THIA
KJIaBUATYpbl) B pe3ylbTaTe OyAeT BbI3BAH HHCTPYMEHT OBICTPOrO JOCTYMa K Pa3IHYHBIM
anemeHTaM OC — «BbINOJHUTB», a 3aTeM JJi1 BbI30Ba OCHACTKM BBEOUTE «CErtmgr.msc» u
Haxkmure «OK» (puc. 2):

i BeInoAHWTE >

BeeauTe uma nporpammel, Nankm, AoKyMEHTa MW pecypca
MHTepHeTa, KoTopbie TpeByeTcA OTKpLITE.

@

OTkpbITe: | certmgr.msc w~

OTmeHa O6zop...

Puc. 2 — 3amyck 0OCHACTKH «certmgr.Msc» ¢ IOMOIIBI0 KOMaHIbI « BRITIOTHUTEY

— NS DKCIOpTa JIMYHOTO (IOJB30BATEIbCKOTO) CepTH(HKATa pPACKPOHTE OCHACTKY
«Ceprudukarsl — Tekymmii nmosib3oBatedaby / «JIuunbiey /| «Ceprudukarbl» U BbIOCpUTE
HYXHBIH cepTudukar (puc. 3):



E certmgr - [CepTudmkatel — TeKyLWWA nonesosatens\/InaHoe\ CepTndmkatei]
@ain  [Jedcteme  Bug  Cnpaska
e nmE £ XE = HE

—aﬁl CepTudnkaTel — TEKyLLWI Nonk: Kony BblgaH Kem BblgaH

w || Inunoe . -
T == OBLyecTBo € orpaHUYEHHC OTBE...
_| Ceptudmkatel
| [loBEpEHHEIE KOpHEBBIE LIEHT

- ﬂDEEpHTEﬂbeIE OTHOLWIEHWA
Puc. 3 — nuunbIi cepTuduKar B ocHacTKe «Certmgr.msc»

— otkpoercs ceprudukar (puc. 1), s ero skcnopta Beibepute BiIaaky «CocraBy, 3aTeM
HaxkmMute KHONIKY « Komuposathk B paii» (myskr 3.2.1 MHCTpyKIuK).
3.3. Dkcnopt u coxpanenue (aitna ceprudukara asa nepeaaun B OO0 «CKby:
— B pe3ynbTaTe BBINOJHEHHMS TyHKTOB 3.2.1 nmbo 3.2.2 HHcTpykuuu OyaeT BbI3BaH
«Macrep 3xcnopra cepTudukaron» (puc. 4), 11 Havana 3KcnopTa HakmuTe «Jlaneey:
X

£* Macrep 3xcnopra ceptudukaTos

Macrep akcnopra ceptudpukaros

3vor MacTep NOMOraeT KonupoBaTh CEDTM¢VIKBTH, CNUCKK AOBEPUA U CNUCKK OT3biBa
CepTUDUKATOB M3 XPaHUNULLA CEPTU(MKATOB Ha NOKaNbHBIA ANCK.

CepTudmKaT, BblAaHHBII LEHTPOM CepTUdMKALIUMM, ABNAETCA NOATBEPKACHUEM BalLei
NM4HOCTH M COAEPXKMT MHDOPMALIMIO, HEOBXOANMYIO ANR 3aLUMTEI AAHHBIX UK
YCTaHOBNEHUS 3aLUMILEHHBIX CETEBbIX NOAKNIOHEHUA. XpaHWULLEe cepTUdMKATOB — 3TO
06nacTe CUCTEMSI, NPe/iHa3HaueHHas ANA XPaHEHUA CEPTUGMKATOB.

[In% NPOACIKEHNA HaXMUTE KHONKy "fanee”.

[Janee OrmeHa

Puc. 4 — «Mactep skcropTa cepTU(HHUKaTOB»

— HEOOXOJMMO 3KCIIOPTHPOBATh TOJILKO CEPTH(UKAT, 3aKPBITBI KUY (IpU HAIWYAN
BO3MOYKHOCTH HKCIOPTa) SKCIOPTHPOBATh M MEpelaBaTh He HYKHO, 3TO MOXET IPUBECTH K
KOMIIPOMETAIlMN KJIFO4Ya, MTOATOMY IIPH 3allpoce 3KCIOpTa 3aKpbITOro kimroda ykaxure «Her, He

IKCIOPTHPOBATDH 3aKPBITHIN KI0Y» (puc. 5):

3!5"0'!1“'!0!3"“9 3aKpBITOro KAK4a
Bl MOXETE 3KCNOPTUPOBATL 3aKPhITLI KMIOY BMECTE ¢ CepTHdhHKaTOM,

3aKpeThle KNKMK 3alupieHsl naponeM. YTobsl 3KCNopTUPOBaThL 3aKPbIThIA KoY
BMECTE C CepTM(RMKATOM, YKaXUTE Napons.

Bl XOTHTE 3KCMOPTMPOBATE 33KPLITEIN KNKOY BMECTe ¢ cepTuduKaTom?

[a, 3KCnopTUPOBaTL 3aKPLIThIA KNkod

I ® HeT, He 3KCNOPTUPOBaTE 3aKPLITHIA KoY I

Puc. 5 - 3aIpocC 3KCIOpTa 3aKPLITOr0 KIIHOYa

— BolOepure dopmat s skcrmopra ceprudpukara «Crangapt Cryptographic Message
Syntax — cepruduxarel PKCS #7 (.p7b)» u no6aBbTe omnipio « BKIWYHTH 110 BO3MOKHOCTH BCe
ceprudUKaTHI B MyTh cepTHUKALUMY, 3aTeM HaxmuTe «Jlanee» (puc. 6):



®opmar axcnoprupyemoro ¢aiina
CepTudmKaTsl MOryT BbiTb 3KCNOPTUPOBaHLI B Paa/iniHbX opMaTax.

Buibepute dopMaT, KOTOPbIA Bbl XOTUTE UCMONL30BATL:
O daiinbl X.509 (.CER) 8 koguposke DER

O ®aitnel X.509 (.CER) B koanpoBke Base-64

® Cranpapt Cryptographic Message Syntax - ceptudukatsl PKCS #7 (.p7b)

[Z BKNIOUNTB MO BO3MOXKHOCTH BCE CepTUdUKATBI B NyTb CepTUdUKALIMM

daitn obmeHa nuuHoi uHdopmaumen - PKCS #12 (.PFX)
BKAIOYMTEL NO BO3MOXHOCTK BCe cepTudMKaThl B NyTb cepTudukalmm
YaanuTe 3aKpeiThiil KNIOY NOCNE YCMEWHOro 3KCNopTa
SKCNOPTUPOBaTL BCE PaCIUMPEHHbIE CBOWCTBA
BKniounTh KOHDMAEHUMANBLHOCTL cepTudmKaTa

Xpanunuwe cepnanu3oBanHbix ceptudukatos (.SST)

[Janee OrtmeHa
Puc. 6 — Be160p popmara 11 sKcmopTa cepTudurara

— 3ajaiite uMs sSKcnopTupyemoro ¢aiia ceprudukara, peKOMEHIyeM IpH HaIWYUU
BO3MOYKHOCTH, YKa3aThb B KadecTBe mMeHH (aitna MHH u xpatkoe HauMeHOBaHHME OpraHU3aIlNH,
Hanpumep: «7701720592 - OOO _CKby», a Takxke ykakute MyThb s COXpaHeHHs (paiia HaxkaB
KHOTIKY «O030p», 110 yMoyanuto 3aj1aH myth: «C:\Windows\System32y (puc. 7):

Wma axcnopmmpyemoro daiina
YiamuTe uMA daiina, KoTopslid Bbl XOTUTE 3KCNOPTHPOBaTL

Wms daitna:

7701720592 - 000 _CKB| . O6zop...

Puc. 7 — Be16op umenu aiina ceprudurkata u AUPEKTOPUH TSI COXPAHEHUS

— 0 OKOHYaHMM paboTbl «MacTep 3KCHOPTAa CEPTHUPHUKATOB» HAKMHUTE KHOMKY
«I"'oTOBOY», TIpH YCIIEIIHOM BBIOJHEHUM 3KCIOpTa cepTU(UKaTa MOSBUTCA COOTBETCTBYIOIIEE
YBEIOMJICHHE, JUUIS 3aBEPIICHUS dKCIopTa cepTudukara Haxmute kKHonky «OK» (puc. 8):

3aBepuueHue paboTbl MacTepa 3KcnopTa cepTudUKaToB

Bbl ycnewHo 3aseplmnnu paboTy ¢ MacTepoM 3KcrnopTa cepTuduKaTos.

BbliK yKasaHbl cregylowme napameTpsl:

| oaiin C:\Windows\system32\7701720592 - 000_CKE |
DKCNOPT KNoyein Her
BkniounTs B NyTb BCe cepTudmkatel [a
®opmat dainos Cranpapt Cryptographic Message Syntax — cep

Mactep 3kcnopTa ceptuovkatos X

BKCI"IOPT YCNEWHO BbINONHEH.

[oToBo OtMmeHa

Puc. 8 — 3aBepiiieHre MEpONPUATHIA 1O IKCIOPTY cepTu(dukara

3.4. DxcnopTupoBaHHBIN (coXxpaHeHHbIH) Qaiin ceprudpukara B popmare PKCS #7 (.p7b)
HeoOoxoaumo HampaBuTh B aapec OO0 «CKby.



4. YcTaHOBKA KOPHEBOTIo cepTuduKarTa

4.1. B aapec KnuenTa HanpaBisieTCss KOPHEBOM CEPTU(PHUKAT YIOCTOBEPSIONIETO IEHTPA IS
YCTaHOBJICHUS oBepus K cepruduraty numosa 6e3omacHoctu «Kpunrollpo NGate» OO0 «CKby»
(daiin ceprudukara: «/13_CryptoPro VPN CA GOST 2012.cer» — mpunokenue 3). JlaHHBIH
cepTUUKAT HEOOXOAMMO YCTAaHOBUTH B XpaHWIHIIE cepTU(UKaTOB «JlOBEpeHHBIE KOpPHEBBIC
LEHTPbI cepTUUKALUN» Ha aBTOMAaTU3UPOBaHHOM pabouem Mecte Kinenra.

4.2. YcTaHOBKa KOPHEBOTO cepTU(HUKATa B CUCTeMHOE Xpanuiuiile ceprudukaros OC:

— JIBOWHBIM KJIMKOM MBIIIH OTKPOITE (paiia KopHEBOro cepTudukara (MpuiIokeHue 3) U BO
BKJIaKe «O011Iee» HAKMHUTE KHONKY «Y CTAHOBUTH cepTH(HUKAT...» (puc. 9):

@i Ceptudukar >

Coctas  MyTe cepTudMKaLIN

.,;'g,g Ceeqenns o cepTidmKare

Hert o PHA K 3TOMY KOP y ceprundmKaTy
UEeHTpa cepTid . Ytobbi b O0BEpHE,
YCTaHOBHTE 3TOT CEPTHIMKAT B XPaHWIHLe
[A0OBEPEHHbIX KOPHEBDIX CEPTMDHKATOB LLEHT POB
cepTndMKaLn.

Komy Boipan: CryptoPro VPN CA GOST 2012

Kem Boigan: CryptoPro VPN CA GOST 2012

Oeiicteutened ¢ 05.03. 2021 no 05.03.2036

YcTaHoBWMTE CEDTMdJMKET. n 3afABneHME NOCTABLUMKS

Puc. 9 — oTkpbITHI (aiin cepTudukara (Briaaka «Ooriee»)

— BbIOepuTe pacnonoxkenue — « Tekymuii mosab3oBareaby (puc. 10), Haxmute «daneey:

CepTudMKaT, BeIAGHHEN LEHTPOM CepTUdMKELIM, AENAETCA NOATEEMHAEHMEM BaLLSi
NAYHOCTH M COAEPMHUT MHDOPMALMID, HEOBXOAMMYHD ANA 33LWMTEI AaHHEIX MK
YCTEHOBNEHHMA SALMLLEHHEIX CETEBEIX NOAKMOYEHIA, XPaHUNMILE cepTHdMKETOE —
3T0 0BNacTe CMCTEMEI, MPEAHASHEYEHHAA ANA XPaHEHUA cepTHdMKaTOE.

Pamonoierue XpaHunuwLa

(®) Texywii NonbsosaTENs

() NokansHeI KoMnskaTep

[ANA NPOLOMKEHWA HEKMHUTE KHoMKY "llanee”,
Puc. 10 — BBIOOp pacnionoxeHus XpaHWIHIIA CEPTHPUKATOB

— ykaxute BapuaHT «IlomMecTHTh Bce cepTH(HMKATBHI B cielyloliee XpaHujaume» (T.e.
BPYUYHYI0) M HOKMHTE KHOTIKY «OQ030p» (puc. 11):

Kpanwnuue ceprwduraToe

XPEHUMMLLE CEpTUDMKATOB - 3TO CHCTEMHBIE 0BNACTH, B KOTODEIX
XPEHATCH CEPTHOMKETEI,

Windows SETOMATHYECKM BEIGEPET XPAHUNHLLE, MMM Bbl MOKETE YKa3aTb
PACNONOKEHME CEPTUDMKATE BPYUHYHD.

() ABTOMATUHECKN BLIBPETH XPEHUIUILLE HA OCHOBE TUNA CEPTMHMKATA

I (®) MoMeCTUTE BCe CepTUAMKATE! B CIEAYIOUES XDEHUIMLLLE I

XPaHUNULLE cepTUdHKaToB!

| | Obzop...

Puc. 11 — BbIOOp XpaHUIIHUILA IJIs PACIIONOKEHHS KOPHEBOI'O cepTU(HKATA BPYUHYIO



— B TOSBUBIIEMCS OKHE BbIOepUTe XpaHmwinme — «J/loBepeHHble KOpHEBBIE LEHTPHI
ceprupuxanum» (puc. 12):

Boibop xpanmava ceptvowrkaTta x

BribepuTe XpaHUNMLE CEPTMDUKATOE, KOTOPOE Bkl
XOTUTE WCNONb30BATb.

| HoeepHTEnsHbIE OTHOWEHMA B Npeanpy
| MpoMEXYTOHHBIE LEHTPBI CEPTUDMKALYA
| [osepeqHsie W30ETEMM

FENTAhAC AT K KATAMNRIM HET ANRSMEAL

< 2>

[[Jnokasate tmsuueckue xpaHmnwa

omens

Puc. 12 — BeIOOp XpaHHUIHIIA U3 CITHCKA

— B wWTOre OyJeT BHIOPAHO HY)KHOE XpaHuuiie, Haxmute «Jamee» (puc. 13):

Windows asTOMaTHYECKH BbIBEDET XPAHUIMLLE, MAK Bbl MOXETE YKa3aTb
PacnonoxeEHHe CepTUOMKATE BRYHHYIO.

() ABTOMATMECKH BHIGPATE XPEHWIMILE HA DCHOBE THNA CEpTUMKATE

(®) MomecTuTs Bee cepTdMKATEI B CREAYIOWLES XPaHUAMLLE
XpaHUNULLE CEPTUUKATOB!
| [losepenHsie KOPHEBBIE LIEHTPbI CEPTHdMKALIN | [ Ofzop...

[fanee Otmena

Puc. 13 — Be1OOp Xpanuiuiia — «/loBepeHHbIe KOPHEBbIE EHTPHI CePTUDHUKALINNY

— HAa 3aBEepUIAOLIEM dTale yCTaHOBKH cepTU(dUKaTa HaKMUTE «I'0TOBOY;

— Jlanmee TOSBUTCS —CTaHAApTHOE MpenynpexjeHue cucreMsl OesomacHoctH  OC,
HOSBJISIFOIIICECST TpU  JO00AaBICHUH KOpPHEBOro (caMOMOIMHMCAaHHOro) cepTudukara, € JUIs
KOPpEeKTHOro A06aBneHus ceptugukara B cucreMHoe xpanunuine OC, a Takke MOCIeIyIOLIero ero
UCIIOJIb30BaHUS HEOOXOIMMO COTJIACHTHCS C YCTAHOBKOMW cepTudukara u Haxathb «da» (puc. 14):

MpeaynpexaeHye cUCTEMBl 6E30MaCHOCTH

ByAET yCTAHOBAEH CEPTHHNKAT OT LEHTPA CEPTHRHKALMK
! (UC), NnpeacTaBnAo Wwmi:

CryptoPro VPN CA GOST 2012

Windows He yaaeTca NpoBepuTL, YTO cepTudukar
AeWCTEWTENbHO NoayyeH oT "CryptoPro VPN CA GOST 2012°.
Oépamurecs k “CryptoPro VPN CA GOST 2012° gns
NOATEEPAAEHUA NPONOOXAEHNA tepTdukaTa. B xoge 3toro
NPOLeCca BaM NPUIroAMTCA CIEAYIOLER SHAUEHME:

Otneuartok (shal) : EBB75D&3 3F7EFD28 8679CF25 ACOS0F4A
FAS88883

MpeaynpexagHue:

ECNM BBl YCTAHOBKTE 3TOT KOPHEBOW cepTUdMKaT, Windows
6YAET AETOMATUYECKH A0BEPATE NEOMY CEPTUONKATY,
EbiZaHHOMY 3TUM LIC. YcTaHoBKa cepTudmkaTa ¢
HENOATEEPHAEHHBIM OTNEYATKOM NPEACTABAAET PUCK ANA
6e3onacHocTy. Ecnm Bel HaXMETe kHoNky “Ja’, Bul
NPUHUMaEeTe Ha cefR 3TOT pUCK.

Bbl XOTHTE YCTAHOBUTE 3TOT CEpTUdMKAT?

Puc. 14 — okHO TipeAyIpeKACHHUS CUCTEMBI 0€30ITaCHOCTH



5. Moakaouenue VPN-TyHHenast

5.1. Ins moakmouenust VPN-TyHHENsT HEOOXO0IUMO BBHITIOIHUTD CICAYIOIIEE:

- 3ayCTUTh KJIMEHTCKoe mnporpammHoe obecreuenne «Kpunrollpo NGate Knuent», mo
YMOJTYaHUIO MPH 3aIyCKe JODKHA OTKPbIThCs BKiIaaka «CocrosiHue» (puc. 15)

- ykaszats URL anpec u coorBercTByronmii mopt: https://ngw.cbch.ru:50000

- HaxaTb KHONKY «IloaK/Ir04uTh)

% Kpuntolpo NGate

CocTosHKe

TyHHenn

CepTUhnKaThl OuWarHocTvka

| https:/ingw.cbch.ru:50000 -

CTaTtyc TyHena:
Appec wnwza:

MopT wiwsza:
CepTUOMKAT W3a:
CoefJUHEHHA ©

BaiiT npuHATO:
BaiiT oTnpasneHo:
CkopocTe obMeHa:

[eTanu NoJKNoYeHus

Mo akN4nTE

VPN oTkni4eH
Het

HeT

oTCYTCTBYET

] b

[¢]

]
@ Bxop / @ Buixog

Puc. 15 — unrepdeiic kimeHTckoro mporpammHoro obecniedenus: «Kpunrollpo NGate KinnenT» (Bimaaka

«CocTosHuEY)

5.2. nosBUBIIEMCS OKHE «AYTeHTH(MKAIUSA TMO0Jb30BaTeNsD» HEOOXOAUMO BBHIOpPATH
ceprudukar nns ayreHtudukanuu (cepruduxar, KoTopbli Obi1 HamparieH B OOO «CKby» B
coOTBeTCTBUH ¢ MMyHKTOM 3.4 MHCcTpyKimu) u BBectr naposb / PIN 3akpeitoro kitoua (puc. 16).

@

Cocrosn

https://1

HeTta

Crary:
Anpec
MopT u
Ceptn
Coepuy
BanT 1
Bant

3 AyTenTndukauma nonssosatens

BbibepuTe cepTudmnKaT ANS ayTeHTUhnKaLnu:

test_user
@=  TecTosww YL OO0 "KPUMTO-NPO"

BeeauTe PIN cepTudmKkaTa:

Ckopo

OK OtrmeHa

Puc. 16 — okHo ayTeHTH(UKaIIMK TIOJIB30BaTENs (BBIOOD cepTuduKara)

5.3.B cnywyae ycmemrHOTO BBHIMOJIHEHUS HACTPOHKM TOJKIIOYEHHUS CTAaTyC TYHHEIS

U3MCHUTCA HW  TIOMCHACTCA

AHIAKAIHAS

nogimodenust  (puc. 17). C  3TOrO0 MOMEHTa

aBTopu3oBaHHOMY KimeHTy Oyner mnpenocTaBieH JOCTyl K COOTBETCTBYIOIIMM €ro IpaBam

3amuniaeMbM pecypcam OO0 «CKby.

& Kpunrolpo NGate

CocToRHue = TywHenu

CeptudmkaTtel  [IMarHoCTuKa

OTKNIO4UTL

AeTann NnoaKNOYEHUA

Craryc TyHena:
Agpec wnwo3a:

Nopt wnw3a:
CEPTI‘ONKBY wnwos3a:
CoeuHEeHUA

BailT npuHAaTO:
BaiiT oTnpasneHo:
CKopocTb obMeHa:

VPN Online

ngw.cbch.ru

50000 e
OBUWECTBO C OrPAHWYEHHO. . . :L\

1 g
13.3 k8 ﬁg!’y
25.5 kB

495.7 B/s 1n / 92.8 B/s out

Puc. 17 — uanukanus craryca nonkimodeans — VPN coennHeHne ycTaHOBICHO



6. JlomosiHuTE/IbHASA HACTPOiiKa (ABTONMOAK/TIOUEHHE)

6.1. B memax oOecriedeHHs HEMPEPHIBHOCTH  IMOJKIIOYCHUS W aBTOMATHYECKOTO
BOCCTAHOBJICHHS COSJIMHECHUS B CIIy4ae €ro pa3pbiBa peKOMEHIYyeM HACTPOUTH aBTOIMOJKIIIOUCHUE.
s atoro mepeiiante Ha BKIAAKy «COCTOSIHME» U TPU OTKIIOUYECHHOM COCAVMHCHHH 32:KMHUTE
coyeranue kimaBuimr «Ctry + «Alty, kHonka «[loxkmounte» wu3Mmenutcss Ha «Hactpouts
aBTOMOIKIIIOUeHHE» (puc. 18).

&3 Kpuntolpo NGate - b4
CocToaHne | TywHenn — CepTudukaTel = JIMarHocTWKa

https:/ingw.cbch.ru:50000 -

HacTpouTb
ABTOMO AKJIHHEHWE

[eTan nogKNoYeHns

CTtaTyc TyHensa: VPN oTkmoyeH

Puc. 18 — Hactpolika aBTONOKITFOUCHHS

6.2. Hoxmute Ha kHOmKy «HacTpouTh aBTOMOAKIIOUEHWEe» — OyAeT BBHIIOJIHEHA
COOTBETCTBYIOIAas HACTpPOMKa, Tekyliee noakimodeHue u ero mapamerpol (URL aapec, mopt u
cepTuduKaT ayTeHTUHKaKuKu) OyayT coxpaneHsl (3armomuenbl). CiaeBa ot URL aapeca mosiBuTCs
COOTBETCTBYIOLIHIA 3HA4OK (puc. 19).

& Kpuntolpe NGate — X

CocTosHne TyHHENN CepTuhukaTel OnarHocTUKa

“r |https:/ingw.cbch.ru:50000 =

Mo AKNH4YATL

AeTany nNogKnoYeHns

CtaTyc TyHensa: VPN oTknw4eH

Puc. 19 — 3Ha40K HACTPOEHHOTO (BKIIFOYCHHOTO) aBTOMOJKITFOUCHHS

6.3. lanee nmepelinute Ha BKIaAKy «/[MarHocTHKa» U HaXMUTe coueTanue kinaBuil «Ctry
+ «Alt» + «P», mosBUTCS TOMOTHUTEIBHOE OKHO HacTpoiiku mapamerpoB (puc. 20). Jomyctumo
U3MEHEHHE TOJIbKO HIDKEYKa3aHHbIX IapaMeTpOB C YKa3aHUEM TOJbKO HIDKEyKa3aHHbBIX
3HAa4eHUH, OCTaIbHbIE 3HAYCHUS MTapaMeTPOB MEHATH CTPOTO 3ampelieHo (3TO MOXKET MOBIUATh Ha
paboTtocnocobHOCTh Tiporpammuoro obecneuenus «Kpunrollpo NGate KineHT»):

— HWurepBan BoccTanoBneHus (B mc): 50

— HuTepBan nepenokiatouyeHus (B cex): 1

— JlepxaTh coeiMHEHNE. BKJIYUTD JaHHBIA napamMeTp

MapameT phl Ceccuii MapameTpbl 4MHAMAYECKOrD TYHEnNs
TaiimayT onepauwmii (B mc): 150000 WHTepean nukra (e mc): | 25000
. . (e
MoNEITKW BOCT RHOBNEHWA: 5 |= I A LRt 60000
depcupeeaTe MTU: 0
WHTepean BoccT aHoBReHMs (B mc): 50

OCHOBHOMN MHT epdheic:

WHTepean nepenogkno<enns (8 cex):| |1
[pyrve napameT pel
fllepXxaTe coefnHeHne: v Ee3 FOCT (HyxeH nepe3sanyck):

COXpaHEHWE KOPHEBOMD CepTUhUKaTa:

ChbpocuTe | |CoxpannTh || 3akpeiTh
Puc. 20 — HapaMeprI CECCHUH )11 aBTOIIOAKIHOYCHUA

6.4. I[JBI 3aBCPUICHUA HaCTpOﬁKH ABTOIIOAKIIFOYCHHU A HAXKMUTEC KHOIIKY <<COXpaHI/ITb)).



